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Abstract: An Automated Teller Machine (ATM) is a cash-

dispensing terminal that enables patrons to conduct financial 

transactions without requiring human assistance, including 

withdrawals, deposits, and balance inquiries. The security of 

ATM remains a significant concern, with card skimming, 

phishing, and unauthorized access being prevalent threats [1]. A 

wide range of technologies, including PIN, OTP, biometrics, and 

RFID, are used to secure ATMs. This study presents a survey of 

various ATM security mechanisms. These technologies have 

several downsides. The combination of OTP and voice 

recognition technology appears to be superior and more secure 

than other technologies when compared to other technologies 

used for ATM security [2]. The integration of these two 

authentication methods provides a robust defence against 

various types of attacks, including card cloning, identity theft, 

and shoulder surfing. The system's usability and user acceptance 

are also evaluated, showing a positive response from 

participants. This research contributes to the development of 

secure and reliable ATM systems, protecting users' financial 

information and preventing fraudulent activities. 

Keywords: ATM Security, Voice Recognition, One-Time 

Password (OTP), Multimodal Authentication. 

Abbreviations: 

ATM: Automated Teller Machine   

OTP: One-Time Password  

PIN: Personal Identification Number 

CVV: Card Verification Value 

USB: Universal Serial Bus 

IoT: Internet of Things  

I. INTRODUCTION

The financial services sector is one of the most

significant aspects of a person's daily existence. As banking 

facilities expanded more quickly, people used them to 

support their economic endeavours [6]. An automated teller 

machine, or ATM, is one of the facilities that the bank 

offers its clients [7]. The ATM Was Introduced in the 

1960s. With over 3.5 million ATMs worldwide, these 

machines have become an essential part of modern banking, 

offering convenience, speed, and security [8]. Fig.1 

demonstrates the expansion of ATMs in India, where a 

steady rise is shown between 2005 and 2022 [4]. 
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[Fig.1: ATM Growth in India [8]] 

As crimes committed at ATMs are becoming a significant 

problem, ATM security has become an essential concern 

that needs to be addressed. A hacker can quickly take out 

all of the money once the customer's card has been stolen 

and their PIN is known [9].  The attackers are more skilled 

at employing various applications and techniques to breach 

the ATM system [5]. Therefore, there are several ways to 

offer security for money withdrawals to prevent ATM-

related fraud [10]. This study also demonstrates the various 

approaches that different scholars have taken to address 

these issues, such as biometrics, PIN generation, and OTP. 

Even though OTP with voice recognition is more accurate 

and user-friendly than the others [11]. 

II. ATTACKS ON ATM

A. Card Skimming

It is a financial crime that occurs when criminals connect

equipment to ATMs or card readers to obtain private data, 

such as PINs, CVVs, expiration dates, and card numbers 

[12]. Skimmers can be external, internal, or overlay, and 

hidden cameras, glue or tape remnants, and sloppy or 

uneven card readers are all indicators of manipulation [13]. 

They instantly deduct the cash from our account after 

acquiring the details. 

B. ATM Jackpotting

It is a sophisticated cybercrime in which hackers gain

unauthorised access to an ATM's internal computer, 

allowing them to dispense large amounts of cash without 

using a card or PIN. Typically targeting free-standing 

ATMs in remote locations, thieves exploit flaws in ATM 

software or use malware to take control of the device [14]. 

The hacker can empty the ATM's vault by issuing 

commands to dispense cash once they have gained access 

[15]. This type of attack, 

sometimes referred to as 

"logical attacks," can cause 

banks and other financial 
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organisations to suffer significant losses; in some instances, 

the damages can exceed $50,000 per occurrence [16].  

C. Malware Attack 

When malicious software is put in ATMs, it can lead to 

malware infection, which gives hackers access to sensitive 

data [17]. Usually, thieves take advantage of system flaws 

or insert infected USB drives, CDs, or DVDs into the 

ATM's internal computer [18]. The malware can alter 

transaction amounts and dispense cash, disable security 

cameras and alarms, send stolen data to distant sites, and 

capture card numbers, expiration dates, and PINs once it 

has been infected [19]. 

III. LITERATURE SURVEY 

A. Udhayakumar N, Sri Vasu R, Subhash S, Sharmila 

Rani D, "ATM-Security using Machine Learning 

Technique in IoT" 

In this endeavour, the taker will only be permitted once if 

the ATM's CCTV camera has recognised their face. The 

OTP is remitted to the enrolled mobile phone, which the 

user must enter if the authorised user is unable to operate 

the ATM. Here, the main drawback is that the authorised 

person's face can't be recognised if the lighting is poor or if 

they wear glasses or have a beard. In such cases, it fails to 

recognise the person's face. New modules can be introduced 

in the future. 

B. Jathumithran S, Thamilarasan V, Piratheepan P, 

Rushanthini P, Mercy Veniancy J, Nirupa P, 

Thiruthanigesan K, “Enhancing ATM Security using 

Fingerprint” 

This research is based on implementing the Fingerprint 

mechanism in the ATM system [3]. Here, the user needs to 

register their fingerprint during account opening. Initially, it 

verifies the user's fingerprint to determine if it matches. If it 

does, it requests the PIN for the account. After verification, 

the user can withdraw the amount. The drawback here is 

that only the authorised person has access, and Fingerprints 

may change in a few years; in some cases, the Fingerprint 

may mismatch. 

C. Abdul Rahman Alhothaily, Arwa Alrawais, Xiuzhen 

Cheng, Rongfang Bie, “A Novel Verification Method for 

Payment Card Systems”  

Payment systems must be secure; however, some payment 

card security implementations rely on inadequate 

cardholder verification techniques, including using the card 

or utilising the card without any cardholder verification 

procedures at all. They present a brand-new cardholder 

verification technique that offers a high degree of security 

for payment card systems, thereby addressing this issue. 

This approach guards against a wide range of security 

threats by combining a distance bounding mechanism with 

multi-possession factor authentication [20]. Thus, this 

methodology relies on one or more personal RFID devices, 

such as smartwatches and smartphones, and allows the user 

to choose the appropriate security level and add one or 

more additional devices. 

D. Nongmeikapam Thoiba Singh, Richa Dhiman, 

Amrita Chaudhary, Prerna Dhawan, Asem Debala 

Chanu, “Enhancing ATM Security and Convenience 

with Fingerprint-Based Biometric Authentication” 

To enhance the security and usability of the system, 

fingerprint recognition technology is utilised for both 

identification and verification purposes. This research 

provides a concise examination of the intellectual 

foundations and organisational design of fingerprint 

recognition. The implementation of biometric 

authentication in ATM systems has the potential to 

revolutionise banking services, offering users a more secure 

and convenient way to access their funds. Further 

investigation in this area can lead to even more robust and 

sophisticated biometric authentication systems, ensuring the 

safety of users' financial transactions. 

IV. CONCLUSION 

The ATM security case study effectively demonstrates 

how incorporating forward-thinking security methods can 

be beneficial in defending against various attacks. This 

project significantly enhanced ATM transaction security by 

employing a multifaceted approach that integrated voice 

recognition with an OTP and real-time transaction 

monitoring. The integrated security system increased users' 

confidence and trust in their ATM transactions. These 

results are transferable to other financial institutions and 

sectors. 
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