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Abstract: These days, machine learning (ML) models are used 

across many complex fields, including bioinformatics, medicine, 

and other disciplines. Their black-box nature, however, may 

make it difficult to understand and trust the outcomes they 

provide. As a result, there is now a greater need for trustworthy 

visualisation tools to promote confidence in machine learning 

models. This topic has gained popularity in the visualisation 

community over the past few decades. To offer an overview of 

current research on the subject, as well as the frontiers of that 

study. The Internet of Things (IoT) enables billions of objects, in 

both physical and virtual contexts, to intelligently communicate 

with one another. Smartphones, for example, have evolved into 

valuable personal assistants and an integral part of people's daily 

lives and work. Machine learning, such as reinforcement 

learning and deep learning, is increasingly commonly used in 

IoT to improve performance and efficiency. Machine learning, 

on the other hand, has several flaws that could jeopardise the 

security, trust, and privacy of IoT environments. One of the most 

serious threats is adversarial learning, in which attackers try to 

trick the learning algorithm with carefully crafted training 

examples, leading to incorrect outputs. This Special Issue will 

feature cutting-edge research from academia and industry, with a 

focus on debates over the security, trust, and privacy issues in 

machine learning-based IoT. 
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Trust Management System (TMS). 
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I. INTRODUCTION

Trust assessment is the process of figuring out how much

you can trust someone based on how they act and what other 

trustworthy people do. It has been widely used as a decision-

making tool across a range of fields. A trust assessment in a 

sensor network that identifies "rogue nodes" could help 

ensure the network is safe. When users of a social network 

use trust assessment, it makes it easier for them to make 

friends, reduces the risks associated with social activities, 

and improves the overall quality of social networking. When 

studying e-commerce, researchers often use trust assessment 

to help them choose which services to study. In a multi-

agent system, trust evaluation ensures that automated agents 

can communicate safely and that automation works more 

effectively. Trust assessment is helpful in peer-to-peer (P2P) 

networking in several ways, such as finding objects that 

interact with each other, sharing resources with friendly 

peers, and protecting against malicious peers. Service 

requesters can use trust assessments to help them choose 

exemplary services from among many applicants. Given 

this, it is best to follow a research-based approach when 

conducting a trust assessment. 

There are now several surveys that rate trust. This article 

provides an overview of the trust and reputation system used 

in online transactions, describes how to assess 

trustworthiness, and presents current trust management 

strategies and trust assessment methods for the Internet of 

Things (IoT). Trust assessment strategies for managing 

services for the Internet of Things were examined. Research 

on assessing the trustworthiness of web services provided an 

overview of several approaches to evaluating the 

trustworthiness of open multi-agent systems. It examined 

methods for determining whether an online transaction is 

trustworthy. Here are some ways to determine whether a 

website is reliable. In their most recent paper [14], they 

provided an overview of the various approaches to 

evaluating trust in cross-cloud alliances. Although the above 

literature offers a summary of approaches to assessing trust 

across multiple situations, it lacks a review of machine-

learning-based trust assessment techniques. 

Most traditional ways to measure trust are based on the 

amount of contact between a trustee and a trust, both direct 

and indirect. On the other hand, conventional ways of 

judging trust don't work if the person giving the trust and the 

person receiving it have never spoken before. But 

sometimes the data used to judge trust is only part of the 

story, and the evaluation method misses other essential 
facts. This makes a big 

difference in the accuracy of 

trust evaluations. On the 

other hand, the vast majority 
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of traditional ways to measure trust combine different 

aspects of trust, account for weighting, and perform other 

calculations as needed. But figuring out the weights is hard, 

which makes it hard to judge things correctly. To address 

these problems, several experts have suggested using 

machine learning to improve the accuracy and robustness of 

trust evaluations. 

Due to the rapid growth of internet services, social 

networking, and mobile communications, the amount of 

information used to judge a person's level of trust is bound 

to increase. Over the last few years, "big data" has become a 

topic of growing interest among academics and 

businesspeople. It looks different in many ways, including, 

but not limited to, speed, volume, value, variety, and 

truthfulness (5V). Big data is complex, multidimensional, 

and constantly evolving. This makes it hard to do a trust 

assessment in a real, chaotic, and brilliant environment. Big 

data is often used in large-scale distributed computing 

scenarios such as social networking, ubiquitous computing, 

peer-to-peer networking, and grid computing. Grid 

computing and peer-to-peer networking are two other 

examples. Because there is a lot of data and it is hard to 

understand how it is organised, traditional ways of assessing 

trust don't work well for computing trust values that can be 

evaluated using oversized data methods. Machine learning is 

one of the most important and widely used methods for 

handling large amounts of data—the Characteristics of 

Trust. - The transdisciplinary concept of trust is difficult to 

describe. At its core, trust may be seen as a belief or a 

judgment. According to [13], it is an entity's subjective 

expectations about the future behaviour of other entities. 

The concept of "trust" is understood differently by different 

scholars. Although there are many definitions of trust across 

domains, the following characteristics of trust are universal: 

subjectivity, dynamism, context-awareness, partial 

transitivity, temporal decay, asymmetry, and measurability. 

Methods used in the past to evaluate trust are known as trust 

evaluation methods. The process of assessing trust using 

characteristics that impact trust is called trust evaluation. 

There is not one single approach that can be used to 

determine trustworthiness across all program parameters. 

The majority of conventional trust evaluation methodologies 

focus on trust-related characteristics during the trust 

assessment. The following are some models that may be 

used for evaluation; however, this list is not exhaustive: 

Models based on the mean with subjective Bayesian 

inference logic (weighted), a theory attributed to Dempster 

and Shafer. Examples of fuzzy logic include cloud models, 

game theory, fuzzy cognitive maps, information entropy 

models, and fuzzy logic itself.  

 

 

Table I: Traditional Trust Evaluation Methods 

  Advantages Disadvantages 

Bayesian Inference 
The approach is straightforward and uses Bayesian 

inference to determine probabilities to express trust value. 

Erroneously contrasting the unpredictability of chance 

with the subjectivity and uncertainty of trust. 

Dempster-Shafer Theory 
Having a good representation of uncertainty is sufficient; 

knowing the a priori probability is not necessary. 

The data have to be completely separate from one another, 

and the notion of synthetic rules is flawed. 

Fuzzy Logic A practical approach to the murky issue of trust. 
Formulating regulations and assigning membership 

responsibilities might prove challenging. 

Subjective Logic 
Include the subjective aspect, and make trust reasoning 

and complete computation easier. 
Building operators is a challenging endeavour. 

Entropy-based model 
When conveying the unpredictability of trust 

relationships, information entropy is a valuable tool. 

Inadequate assessment of the issues that might impact 

one's ability to trust. 

Game Theory 

The theory of games is quite comprehensive, but it also 

accounts for the degree of information. This brings the 

theory's outcomes very close to actual events. 

It is not easy to devise the guidelines for playing the 

game. 

Cloud-based 
It describes the uncertainty of trust and completely 

incorporates ambiguity and randomness. 

Cloud theory is frequently used in trust combination and 

transfer calculations. Using it to determine trustworthiness 

based on trust evidence remains challenging. 

 

Table 1 outlines the benefits and drawbacks of several 

traditional approaches to evaluating a company's 

trustworthiness [12]. Although these approaches can 

evaluate trust, they also impose rigorous constraints on the 

use of formal mathematics in the assessment process. It may 

be challenging to put the models into practice at times. The 

selection of trust-related traits and the development of rules 

governing their use significantly affect the reliability of trust 

assessments. For the most part, static data analysis (such as 

exploratory and confirmatory factor analysis [4]) and 

literature reviews are used in prior work to justify. When it 

comes to selecting trust impact factors and building rules, it 

lacks intelligence and dynamic assistance. 

A During the trust evaluation process, several different 

existing approaches use linear aggregation to combine the 

results of multiple trust-impact attributes. These application 

areas include multi-agent systems, social networks, service 

environments, and ad-hoc networks. Based on the 

assessment of conventional trust evaluation techniques in 

the aforementioned application scenarios, typical trust 

evaluation methods are no longer acceptable when prior 

information is inadequate. This was determined by looking 

at the scenarios. Conveying trust through a linear 

combination of elements such as experience, knowledge, 

recommendations, and so on can be challenging when one 

lacks theoretical or practical guidance. As a direct 

consequence, the reliability of trust assessments may be 

called into question. 

A. The Benefits of Machine Learning in the Process of 

Trust Assessment 

The preceding explanation of conventional techniques for 

trust assessment makes it abundantly clear that incorporating 

machine learning into the trust evaluation process offers 

numerous benefits that are 

hard to dispute. To begin, a 

machine-learning-based trust 

assessment can overcome the 
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"cold start" and "zero knowledge" challenges associated 

with previous methodologies. Traditional techniques for 

trust assessment use both direct and indirect information 

from prior interactions and recommendations to compute 

trust levels. However, when the trustee is inexperienced, this 

information is not readily accessible, rendering typical 

processes ineffective. In this scenario, trust assessment 

based on machine learning may develop a trust model by 

adding additional trust-related feature data. This model can 

then be used. In the meantime, many traditional approaches 

to measuring trust rely on a linear combination of direct and 

indirect trust values to represent trust. The weights used for 

the combination, however, might be challenging to 

determine in many real-world situations. The precision of 

trust assessments may be affected by this technique, and it is 

believed that their accuracy can be improved using machine 

learning. 

Second, using machine learning to process large amounts 

of data to establish trustworthiness may yield credible 

discoveries. Big data increases the volume of readily 

accessible data for trust assessment, thereby improving the 

accuracy of the evaluation [15]. Due to the massive amount 

of data and complex data structures, traditional trust 

evaluation methods become cumbersome and difficult to use 

in large-scale networking scenarios, such as social networks. 

As a result, traditional trust evaluation methods often yield 

inaccurate results. On the other hand, the use of machine 

learning as a basic approach to the processing of large 

amounts of data comes with its own set of benefits. It 

explains that, as a consequence, when dealing with vast 

amounts of data, machine learning is manifestly more 

suitable for trust assessment than the methodologies that 

preceded it. 

Third, when evaluating reliability from an artificial 

intelligence perspective, machine learning can be beneficial. 

Machine learning, which is the kind of artificial intelligence 

that sees the most widespread use, investigates how 

computers can be programmed to behave in ways analogous 

to those of humans [20]. It does so by fashioning a model 

from preexisting data for further computation (or 

experience). This approach is consistent with how humans 

think. Human beings' subjective actions determine trust. As 

a result, machine learning may be used to perform trust 

assessments. 

Fourth, the technique of assigning trust ratings based on 

machine learning is straightforward to understand. It is 

common knowledge that the most basic steps in applying 

machine learning to the issue of trust assessment are: the 

process as a whole may be broken down into three stages: 

data preparation, model selection, and model determination. 

Specifically, the following should be done: In data 

preparation, useful features are extracted from raw data that 

may contain missing values, repeated values, noise, and high 

dimensions using data cleaning, data fusion, feature 

selection, and other approaches. Then, we must choose, 

from the wide variety of machine learning algorithms now 

available, the most effective and suitable learning approach 

to construct a trust assessment model. In conclusion, the 

model's performance is sensitive to parameter configuration, 

as the method often requires parameter specification. As a 

result, the parameters need to be adjusted after the technique 

is selected, and the ones that yield the best results should be 

chosen to create the final model. The process of human 

decision-making is modelled after machine learning-based 

trust assessment, meaning choices are made based on past 

experiences. This method is easy both to execute and to 

understand. 

In other contexts, machine learning may be used to assess 

levels of trust. 

In this part, we investigate research on trust assessment 

using machine learning across a variety of settings, 

including ubiquitous computing, grid computing, and peer-

to-peer networking. 

II. MACHINE LEARNING FOR DIRECT TRUST 

EVALUATIONS 

The models that are based on either/or choices. In a 

ubiquitous setting, [22] offered a model for dynamic trust 

assessments. The trust model incorporates several variables, 

including prior probability, trust level, historical contact 

history, temporal impact, and peer endorsement. An 

algorithm from NBC was picked for the trust determination, 

and then it was applied twice. When making the initial 

decision to use NBC, only past information about the 

service provider was considered. When it is not possible to 

reach a decision, the facts from the suggestions are used to 

conclude. The subjectivity of this technique is supported by 

substantial evidence. Although the simulation tests 

demonstrated that it was capable of making dynamic 

judgments, they did not prove that it was successful. This 

model may perform dynamic trust evaluation if it is aware 

of the context. Data privacy and protection against potential 

threats, however, were not among the considerations. In 

addition, the computational cost was not accounted for [24]. 

In their research, [16] proposed using a random forest-

based linear discriminant analysis model to assess the 

credibility of individuals who took part in crowdsourcing. 

The plan is divided into the following five stages. Before 

constructing a multidimensional reputation index system, 

data must be gathered and preprocessed. During the second 

step, the data are narrowed down, and during the third step, 

they are standardised. In the fourth step, you will choose a 

subset of characteristics and model them using machine 

learning. At the fifth step, the model's reliability is examined 

for accuracy. Several experiments were conducted using 

data from the zbj.com platform to evaluate its reputation. 

These experiments used a variety of dimensionality 

reduction strategies and machine learning techniques in 

combination. The research culminates in an improvement of 

0.928 percentage points in accuracy when linear 

discriminant analysis is combined with random forests. The 

four data indicators that go into determining one's reputation 

are their initial reputation dimension, their penalty 

reputation dimension, their assessment data indicator, and 

their transaction data indicator. There is not a single one that 

is not open to personal interpretation. The strategy does not 

take into account the existing circumstances. Both the 

offensive and defensive 

measures used to protect 

privacy were neglected. The 

concept of computing 
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overhead is not mentioned anywhere in this paper. 

III. TRUST EVALUATION 

The Characteristics of a Trustworthy Person: 

Fundamentally, trust is a belief or judgment, which is a 

challenging concept to define across disciplines. It is an 

entity's subjective expectation of future behaviour from 

other entities. Various academics define the term "trust" 

differently. Although different domains have distinct 

definitions of trust, the aspects of trust that are constant are 

subjectivity, dynamism, context-awareness, imperfect 

transitivity, temporal decay, asymmetry, and measurability. 

A. Benefits of Machine Learning for Trust Evaluation 

Using machine learning to measure trust has numerous 

clear advantages, as we've shown in our review of 

traditional trust evaluation methodologies thus far. 

Preliminary findings indicate that applying machine 

learning-based trust assessments can overcome the "cold 

start" and "zero knowledge" challenges associated with 

traditional trust evaluations. 

Traditional trust evaluation strategies use data from 

previous direct and indirect interactions to calculate trust 

ratings. Due to a lack of experience, standard tactics are 

ineffective when used by a new trustee. When utilising 

machine learning to evaluate trust, you can build a trust 

model by adding more trust-related feature data. As a result, 

many traditional trust evaluation processes use a linear 

blend of direct and indirect trust values, with weights that 

are difficult to define. This method affects the accuracy of 

the trust assessment, which could be improved with machine 

learning [18]. 

 

[Fig.1: Machine Learning Methods are Classified According to Their Roles in Trust Evaluation and Evaluation Granularity] 

Second, when it comes to judging trust, large-scale data 

processing employing machine learning may yield reliable 

results. Large-scale data sets enable more precise trust 

assessments. Large-scale networking scenarios, such as 

social networks, require the use of complex data structures 

and thorough trust evaluation techniques, which can lead to 

erroneous conclusions. Machine learning, on the other hand, 

provides substantial advantages when working with massive 

volumes of data. As a result, machine learning surpasses 

traditional trust evaluation approaches when dealing with 

large amounts of data. 

Regarding the third issue, in machine learning and 

artificial intelligence, it becomes much easier to assess trust. 

Machine learning, the most common form of artificial 

intelligence, examines how computers can imitate human 

behaviour. It generates a model based on previously 

obtained data for future computations (or experiences). This 

approach is comparable to the way most people think. 

Humans rely on their own views to assess trustworthiness. 

As a result, machine learning could be used to determine 

whether or not someone is trustworthy. To put it another 

way, machine learning provides a simple, effective way to 

measure trust. Machine learning can undeniably help with 

the problem of evaluating trustworthiness. The process 

includes preprocessing data, selecting models, and choosing 

the final models. Details are as follows: Preprocessing 

recovers usable features from missing values, repetitive 

values, noise, and enormous dimensions by employing 

techniques such as data cleaning and data fusion [19]. This 

is the first step in the process of converting raw data into 

usable qualities. The next step is to choose the best machine 

learning method for building a model to judge 

trustworthiness among the many available options. The 

model's performance may vary widely depending on how 

the algorithm's parameters are adjusted, as there are many 

variables to consider. This means that after selecting a 

method, the parameters must be fine-tuned before selecting 

the best-performing ones for the final model. Trust is 

quantified in the same way that human decision-making is 

modelled using machine learning. This is a straightforward 

and easy-to-understand method. 

IV. RELATED WORK 

[1] Machine learning (ML) services are being employed in 

a variety of mission-critical human-facing domains, so it is 

essential to maintain the integrity and trustworthiness of ML 

models.  In this paper, we examine a model in which cloud 

service providers receive massive amounts of data from 

devices with limited resources to build machine learning-

based prediction models. These models are then sent back to 

the devices with limited resources to be executed locally, 

using the devices' limited resources and intermittent Internet 

connections. Our proposed 

solution includes an 

intelligent polynomial-time 

heuristic that maximises the 
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trustworthiness of machine learning models. This is 

accomplished by selecting and switching between a subset 

of machine learning models from a larger superset. This is 

done to maximise trustworthiness while staying within the 

given reconfiguration budget/rate and reducing cloud 

communication overhead. To evaluate how well our 

proposed heuristic works, we will use two case studies. In 

the first step of this process, we analyse Industrial Internet 

of Things (IIoT) services. To estimate the remaining 

serviceable life of an engine, we use a proxy dataset derived 

from a simulation of turbofan engine degradation. In this 

specific instance, the data we have acquired show that the 

trust levels of the chosen models are 0.49% to 3.17% lower 

than those produced using integer linear programming 

(ILP). Second, we consider innovative city services and use 

a simulated dataset for experimental transportation to 

forecast the number of automobiles in this scenario. The 

chosen model has a trust level that is between 0.7 and 2.53 

percentage points lower than the ILP results. In addition, we 

demonstrate that our proposed heuristic produces an ideal 

competitive ratio when used as a polynomial-time 

approximation method. 

Together, Upul Jaya Singhe and his associates [2], the 

Internet of Things has made it much simpler to get access to 

a massive quantity of private data about the items that are 

participating in each ecosystem. This raises a variety of 

concerns, ranging from difficulties with data management to 

the potential for bias in data analytics over sensitive 

information such as locations, interests, and behaviours. 

These threats may be grouped into several categories. In 

response to these concerns, the idea of trust has been 

proposed as an essential component that may help both 

people and services overcome perceptions of risk and 

uncertainty before reaching any conclusions. This is done 

before any evaluations are made. Establishing confidence in 

a cyber world, on the other hand, may be a challenging 

process due to the numerous significant factors arising from 

cyber-physical systems. As a consequence, it is of utmost 

importance to have an intelligent trust computation model 

that provides accurate, understandable trust values to 

potential actors. As a direct consequence, the authors of this 

paper offer a paradigm for quantifying trust. After that, a 

numerical representation of each person's trustworthiness is 

constructed using this methodology. In addition, a novel 

approach based on machine learning principles has been 

developed to categorise the extracted trust characteristics 

and combine them into a final trust value for judgment. In 

conclusion, a simulation is used to evaluate the effectiveness 

of our methodology. According to the findings, our strategy 

outperforms other data-aggregation methods. 

Subhash Sagar et al. [3], The Internet of Things (IoT) 

refers to a network that is now expanding to include billions 

of networked physical objects. These objects include a wide 

variety of sensors, smartphones, and embedded devices. 

When deployed in the real world, these physical gadgets, 

also known as smart objects, gather crucial information from 

their environments. The idea of the Internet of Things (IoT) 

has recently been extended to include social networking 

features, giving rise to the exciting new paradigm of the 

"Social Internet of Things" (SIoT). In the SIoT, devices act 

as independent agents, capable of intelligently sharing 

information and locating new services through social 

interactions with their owners. The development of 

trustworthy connections between physical objects and the 

mitigation of risks associated with decision-making both 

need a foundation of trust. To develop a computational 

model of trust for extracting individual trust qualities in an 

SIoT setting, this work aims to do so. In addition, a 

machine-learning-based method is used to compile all trust 

attributes into a single entity, enabling the calculation of an 

aggregate trust score. According to the simulations, the 

proposed trust-based paradigm successfully separates 

trustworthy nodes from untrustworthy nodes within the 

network. 

Wei Ma et al. [4] Malicious or damaged Internet of Things 

(IoT) devices pose substantial threats to the Internet of 

Things ecosystem due to its rapid expansion. To overcome 

this problem, trust has been recognised as an essential 

component of an effective security strategy for detecting 

abnormal devices in IoT networks. Nevertheless, evaluating 

trust in IoT devices is challenging because trust is a degree 

of confidence in a variety of trust traits, each of which is 

difficult to define individually. This makes trust difficult to 

measure. As a result of this study, a machine-learning-based 

trust assessment technique has been proposed. A deep 

learning technique is used to integrate trust components of 

network QoS (Quality of Service) to construct a behavioural 

model for a specific IoT device. This approach also fully 

accounts for the time-dependent characteristics of network 

behaviour. Trust may also be evaluated as continuous 

numerical values if the evaluation is used to determine the 

degree of similarity between actual network activities and 

the behaviours the behavioural model predicts. Trust values 

are applied both to determine whether a device can be 

trusted and to inform decision-making. In conclusion, tests 

are conducted to demonstrate that the recommended 

technique is successful, and the results of these experiments 

are given. 

Vijender Busi Reddy et al. [5] over the internet, every item 

connected to the Internet of Things (IoT) is reachable, 

tractable, and accessible. To be useful, Internet of Things 

(IoT) devices need to work together and exchange 

information. Due to the openness, anonymity, and 

dynamism inherent to IoT networks, a malicious device can 

gain access to the network and cause disruption. Trust 

models have been proposed to detect malicious objects and 

enhance network reliability. The use of recommendations in 

trust computation serves as the basis for trust models. As a 

direct consequence, trust models are vulnerable to attacks 

based on collaboration and unfavourable publicity. In this 

study, we propose a similarity model as a preventive 

measure against badmouthing and collusion attacks. We also 

show that the recommended technique effectively reduces 

the influence of hostile recommendations on trust 

computation. 

According to Rzan Tarig Frahat et al. [6], "IoT trust 

management" is a security solution that establishes trust 

between IoT entities before initiating interactions with other 

anonymous devices. This is 

done to prevent potential 

security breaches. In addition 

to the fog node technique, 
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new research published in the academic literature often uses 

a Blockchain-based trust management model for IoT. This is 

done to circumvent the limitations imposed by the Internet 

of Things' resources. In fact, Blockchain has solved many of 

the issues present in centralised systems. Despite this, it is 

still not the method of choice for handling the enormous 

amounts of data generated by the Internet of Things, as it 

has constraints such as latency, network overhead, and 

scalability issues. As a result, we identify critical features to 

consider when constructing scalable models. Additionally, 

we present a fully distributed trust management model for 

IoT that scales to large systems while simultaneously 

addressing the limitations imposed by Blockchain. Our 

model was constructed using an innovative method called 

Holocaine. This method addresses many security concerns, 

including detecting inappropriate actions, maintaining data 

integrity, and ensuring availability. 

In the work of Mohammed Bahutair and colleagues [7] on 

crowd-sourced Internet of Things services, they introduce 

the concept of adaptive trust. Adaptive trust is a usage-based 

measure of a service's trustworthiness, determined by how 

users use it. The innovative four-stage paradigm is used to 

conduct the trust analysis for the dynamic service. The 

evaluation is based on how the service is used. In the first 

step, an algorithm attempts to predict multiple trust factors 

that determine the overall trustworthiness of an Internet of 

Things service. In the second step, the trust factors are used 

to construct a service-to-factor model. This model forecasts 

a service's trustworthiness for each trust component. At the 

third step, a use-to-factor model is developed. This model 

establishes the relative significance of each element within a 

specific usage scenario. In the last step, the two models are 

combined to provide a trust value appropriate for a given 

use case. To validate the proposed approach, a series of 

experiments using actual data were conducted. 

Ayesha Altaf et al [8] The Internet of Things (IoT) is a 

technology that converts the real world into a digital 

network. The Internet of Things poses a challenging new 

data security dilemma. As a result, trust is an essential 

component of IoT device security. The Trust Management 

System (TMS) is designed to reduce the likelihood that 

communicative parties will make mistakes in their 

interactions. One approach to building trust may be to have 

users directly contact servers, depending on their 

experiences across a range of settings. This body of work 

aims to provide a context-based trust management system 

that relies on users' first-hand experiences while connected 

to servers across a range of settings. The Naive Bayesian 

classification method is used in this technique. The direct 

user experiences determined by context are filtered and 

classified, then used in a trust formation process to develop 

and update trust over time. The proposed protocol was 

validated using datasets from online services, and the results 

indicate that establishing trust based on contextual 

knowledge is a promising strategy. 

Syeda Mariam Muzammal et al. [9] Attackers can quickly 

penetrate data channels due to the massive quantity of data 

collection and exchange that occurs between devices 

connected to the Internet of Things (IoT), as well as the 

minimal IoT security that is currently available to secure 

data transmission. In Internet of Things networks, the IPv6 

Routing Protocol has become the standard routing protocol 

for Low Power and Lossy Networks (RPL). In IoT 

applications, RPL offers very little security against 

numerous risks, both unique to RPL and inherited from 

WSN. In addition, the memory, processing, and power of 

the currently available Internet and routing security 

solutions are severely limited, making it impossible for 

Internet of Things devices to operate as intended. 

Approaches based on machine learning, intrusion detection 

systems, and trust have all been proposed as potential 

mitigation strategies for the security of Internet of Things 

networks and routing. In current trust-based techniques, 

node mobility is either not addressed at all or addressed 

inadequately for mobile sink nodes. This is particularly true 

for security against RPL attacks. This article presents 

SMTrust, a conceptual architecture for ensuring the safety of 

routing protocols in the Internet of Things, grounded in 

mobility-based trust metrics. The strategy presented aims to 

protect against widespread RPL attacks, such as Black Hole, 

Grey Hole, Rank, and Version Number attacks. We 

anticipate that SM Trust will give superior network 

performance when compared to current trust models such as 

DCTM-RPL and SecTrust-RPL. This improvement will 

include greater attack detection accuracy, greater mobility, 

and increased scalability. Our approach is distinctive 

compared to other models because it accounts for the 

mobility of both sensor nodes and sink nodes. This aspect 

was not taken into account by different models. Because of 

this feature, it is suitable for deployment in a mobile Internet 

of Things environment. The proposed architecture of SM 

Trust, as a secure routing protocol, ensures privacy, 

integrity, and availability among sensor nodes during 

routing in IoT networks when implemented in RPL. This is 

accomplished using a hashing algorithm. 

Besfort Shala et al. [10] For the Internet of Things (IoT) 

ecosystem to function correctly, it is essential that trust be 

established across its many autonomous entities. In this 

context, recent research argues that integrating blockchain 

technology with trust assessment tools is a viable option. 

[Citation needed] However, each of these Internet of Things 

technologies comes with its own unique set of limitations, 

which are explored further in this paper. First, this study 

examines several alternatives to blockchain-based trust 

mechanisms and discusses the pros and cons of applying 

them to decentralised Internet of Things communities. After 

that, an optimal trust model is proposed using a trust-based 

weighting mechanism with multiple layers of adaptation. 

Several other trust-metric parameters and the mathematical 

models that accompany them for assessing trust are also 

presented. In addition, by using control loops and smart 

contracts, this book proposes a fresh approach to the 

incentive mechanisms used in the IoT marketplace. As a 

direct consequence, people feel inspired to continue 

developing their positive behaviours. In conclusion, the 

suggested trust model is trustworthy. The outcomes of 

experiments conducted across a range of situations 

demonstrate that the proposed strategy is more resistant to a 

variety of attacks than the 

current approaches. 

Ahmad Khalil et al., [11] In 

the newly developing 
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technological age known as "the Internet of Things," people, 

machines, and things all connect and the world around them 

through the internet (IoT). In this context, trust is essential 

to the growth of Internet of Things services and is a 

significant factor in the initiative's success. IoT services and 

apps may, in some cases, use data related to their users' 

privacy. As a result, people need to trust the organisations to 

which they are transferring their personal information. In 

this study, we present a methodology that utilises a Fuzzy 

Logic model to assess the security trust level of IoT nodes 

based on several input characteristics, including Device 

Physical Security, Device Security Level, and Device 

Ownership Trust. This methodology was developed for this 

study. The proposed Fuzzy Logic model has an output that 

calculates a trust level for each node in the network. To 

collect information that may be crucial and that concerns 

privacy protection, the best node (or nodes) in terms of trust 

level are selected based on the user-set threshold. Users of 

Internet of Things services can now choose trustworthy 

nodes (with a trust level above the threshold) to collect their 

data. 

VANET (Vehicular Ad-hoc Network) is a vital 

transportation technology developed by Farhan Ahmad and 

his colleagues [21]. It enables vehicles to share sensitive 

information (such as warnings about steep curves and the 

presence of black ice) in real time with one another and with 

surrounding infrastructure, helping prevent accidents and 

making the driving experience more pleasant. To achieve 

these goals, VANET must operate in a safe environment 

where information is genuine, trustworthy, and shared 

across the network's many components. On the other hand, a 

VANET is susceptible to a wide range of attacks that may 

lead to the dissemination of tainted or misleading 

information throughout the many nodes that make up the 

network. Introducing trust across vehicle nodes is one 

technique for building a safe, trustworthy network. Multiple 

Trust Models (TMs) for VANETs are currently being 

developed to achieve this goal. These TMs may be broken 

down into the following three categories: entity-oriented 

Trust Models (ETM), data-oriented Trust Models (DTM), 

and hybrid Trust Models (HTM). The trustworthiness of the 

information (data), the vehicle (entity), or both may be 

determined in several different ways by these TMs. Within 

the scope of this paper, a comparison of the three TMs is 

presented [23]. In addition, we evaluate these TMs based on 

several other trust, security, and quality-of-service factors. 

According to the simulation results, each of these TMs has 

deficiencies in end-to-end latency, event detection 

probability, and false-positive rate. This work may serve as 

a template for researchers to follow in designing future 

VANET TMs that are not only effective but also efficient. 

Yasir Hussain et al., [13] Trust and reputation are 

fundamental concepts in any communication, whether it be 

human-to-human (H2H), human-machine interaction (HMI), 

or machine-to-machine (M2M) (M2M). Cloud computing 

and the Internet of Things (IoT) deliver new capabilities but 

also pose a plethora of security and privacy challenges that 

must be addressed. It is necessary to consider a range of 

security concerns as a fundamental component of the 

Internet of Things (IoT). These concerns include 

determining whether a user can be trusted and identifying 

malicious users. In addition, fog computing, also known as 

edge computing, is redefining Cloud-based IoT by 

delivering Cloud services at the network edge. This may 

help address security, privacy, and trust issues. In this 

research, we provide a context-aware trust assessment 

model for the purpose of determining whether or not a user 

in a fog-based Internet of Things system can be trusted 

(FIoT). The recommended approach uses a context-aware, 

multi-source trust-and-reputation-based assessment system 

to evaluate a user's trustworthiness accurately. In addition, 

we use a context-aware feedback and feedback crawler 

system that supports objective, efficient, and dependable 

trust assessment. We also provide a monitor mode for 

harmful or untrustworthy users, which helps monitor a user's 

behaviour and determine whether the person can be trusted. 

The proposed method employs several configurable 

parameters that can be fine-tuned to meet the system's 

needs. The simulations and results show that our process for 

determining a user's trustworthiness is both practical and 

reliable. 

V. CONCLUSIONS 

This article provides an in-depth discussion of the various 

machine learning-based trust evaluation systems that are 

currently available on the market. To begin, we discussed 

the fundamental notions that underpin both machine 

learning and trust, as well as the benefits of using machine 

learning to assess trust. During this interim period, [17] we 

investigated the benefits and drawbacks of more 

conventional approaches to trust rankings using machine 

learning methodologies. To find out how to evaluate the 

effectiveness of a trust assessment technique that is based on 

machine learning, we first investigated the criteria that 

should be satisfied by an effective method of trust 

evaluation. Because of this, we were able to determine the 

requirements for establishing the quality of a trust 

assessment approach that was based on machine learning. 

We have categorised the current approaches to assessing 

reliability into a wide variety of subcategories based on how 

they are intended to be used, the role machine learning 

algorithms play in determining reliability, and the level of 

specificity of the evaluation. We took a detailed look at each 

methodology and weighed its benefits and drawbacks 

against the assessment criteria we were given. The 

investigation's findings indicate that the location under 

consideration is still in the early phases of development. The 

most significant issues still requiring resolution have been 

compiled into a list for reference. Last but not least, to 

encourage individuals to contribute further resources and 

undertake additional study, we offered potential avenues for 

future exploration. This article provides an in-depth 

discussion of the various machine learning-based trust 

evaluation systems that are currently available on the 

market. To begin, we discussed the fundamental notions that 

underpin both machine learning and trust, as well as the 

benefits of using machine learning to assess trust. During 

this interim period, we investigated the benefits and 

drawbacks of more 

conventional approaches to 

trust ranking using machine 
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learning methodologies. To find out how to evaluate the 

effectiveness of a trust assessment technique that is based on 

machine learning, we first investigated the criteria that 

should be satisfied by an effective method of trust 

evaluation. Because of this, we were able to determine the 

requirements for establishing the quality of a trust 

assessment approach that was based on machine learning. 

We have categorised the current approaches to assessing 

reliability into a wide variety of subcategories based on how 

they are intended to be used, the role machine learning 

algorithms play in determining reliability, and the level of 

specificity of the evaluation. We took a detailed look at each 

methodology and weighed its benefits and drawbacks 

against the assessment criteria we were given. The 

investigation's findings indicate that the location under 

consideration is still in the early stages of development. 
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