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Design and Implementation of Highly Secure
Cryptosystem for Image Encryption
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Abstract— Chaos based encryption may offer new quality in
secure data transmission. Recently proposed chaotic key based
algorithms are found to be more susceptible to the known plain
text attacks and cipher text attacks. In this paper BB
(Brahmagupta-Bhaskara) equation is combined with chaos to
give a non linear dependency and thus improved security. The
proposed algorithm is designed and realized using MATLAB and
Xilinx ISE software.
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I. INTRODUCTION

The field of encryption is becoming very important in the
present era. Digital image security is of utmost concern as
web attacks have become more and more serious. In order to
transport a digital data over an unsecured communication
channel or media (that is, a channel that does not guarantee
inaccessibility to an eavesdropper or a cryptanalyst),
encryption techniques are used. Image encryption has
applications in internet communication, multimedia systems,
medical imaging, telemedicine, military communication, etc.
Many image content encryption algorithms have been
proposed [1]. Many among these are chaotic based [2-3]
algorithms since chaotic system properties such as
aperiodicity, sensitivity to initial conditions and system
parameters are preferred. However, the encryption techniques
based on chaos map was found to be insecure [5-6]. Brute
Force Attack is the method of breaking a cipher by trying
every possible key [7]. Recently, a cryptosystem based on BB
(Brahmagupta Bhaskara) equation is proposed but is
vulnerable to known plaintext attacks. Cryptographic
application of BB Equation employs block size that is
variable [8]. Also keys are of fixed size. It provides larger key
space as the size of key is limited by hardware/software and
real time speed considerations. It can potentially employ keys
of smaller size as the key is distributed among one primary
key p and two secondary keys [9]. In the absence of any
proofs the algorithms based on BB equation remains as one
more addition to the so called "believed to be secure" class of
algorithms. Attacks require as low as three known plaintext
cipher text pairs to fully recover the secret key[10]. Hence a
highly secure image encryption algorithm is developed by
combining both chaos and BB equations together.
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However, the key space of this algorithm depends strictly on
system precision. For a high precision system the key space is
large enough to resist brute force attack, but if the system is
applied in a low precision system the key space becomes too
small. Besides, the technique is insecure against chosen
plaintext are proposed to enhance security of this technique.
The improved technique has variable space, which is
independent of system precision, and has high security.
The Brahmagupta—Bhéaskara equation [11]-[14]
quadratic Diophantine equation of the form
NX?+k=Y?
where k is an integer (positive or negative) and integer such
that VN is irrational. A particular case of the above BB
equation with k=1 given below

is a

NX%+1=Y? 1)
Is also known as Pell equation in the literature [15]-[19].We
refer to a pair of positive integers X; and Y;

: satisfying the ab ti its “root.”
(|.e.,Xiin €Z+) fy g € above equa 10n as 1ts 100

Of particular interest to this paper (which is concerned with its
application to the field of cryptography) are the properties of
the BB equation in the finite field GF(P)

Where P is an odd prime. Towards the development in this

direction let the notation <r>m denote the least positive (or

nonnegative) remainder of r modulo m with this notation, the
BB equation in (1) takes the form

2 2 2
<nx +1>p <y >p (2)
Where n=(N)_ and 1<n < (p—1). We refer to (2) as

BB equation in GF(p).A pair of integers x; and y; in GF(p)
with 1<x,y,(p—1) satisfying the (2) denoted as

(x;, ;) is referred to as its root. Clearly, x, = <xi>p and

y, = <Yi > . In this paper, relevant properties of BB equation

in GF(p) and their practical application in the two fields of
cryptography are discussed.

Il. PROPERTIES OF BB EQUATION IN GF (P)

Following observations of interest to this paper can now be
Made with respect to BB equation in GF(p).

1) (0,1) is a trivial root. So is (0, p-1). (0, 0) cannot be a root
A root cannot be of the form (0, j) where 2< j< €—2 asthis
would imply that 1 is quadratic residue for all these values of
J. Hence, the number of nontrivial roots “r” is less
than €* — p_. It can be shown that the total number of
nontrivial roots is exactly (p -3) if N is a quadratic residue and
(p-1) if nis a non residue of p [6].

2) Given a root of the equation and the value of P, it is
possible to determine uniquely the value of N. Example 1:
Given (4,3) as a root in GF(11). We have 5n+1=9mod11 or
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equivalently5n=8mod11. nCan be computed by solving the
condition thatn <11. We get n=6 (fork =2).
3) For 0<n;n,<Pandn, #n,, equations (nx* +1) do not share

common root(s).This is due to fact that the roots of
(nx*+1) =(y*) and (nx*+1) =(y’) are obtained from modulo
P of roots of NX'+1=Y* and NX':1-Y* respectively, where
N,=n+k-p,N,=n,+k-pand k =0,1,2,3,
roots of NX"+1=Y* and N,X*+1=Y? are differ rent and result

follow. Conversely if ((1,yl: is a root of both
nx +1>p :<yz>p and (nx’ +1>p = <y2>p then
<n1xf+1>p :<y12>p and <n2xl2 +1>p = <y12>p .This  implies

¢ Since (X

that (]1 -n, ;<X12>p
in paragraph 1 above, n, =n, +k_

>p cannot be as explained

I1l. COMPUTATION OF A ROOT IN GF (P)
For obtaining the roots of BB equation in GF(p), we rewrite it

as 3)
Let 01,020s,.......0p-1y2 be the quadratic residues [15], [19],
[20] in GF(p). Further, let .qo=0
Since  (x*) =g, (y?) =q,and (3) reduces to
((na), +1) =q, “)
Let (q,—1) =, so thatabove equation becomes
<n'qi>p=Qj (5)

For a given p,giand Q; (for i, j=0,1,2,...,(p-1)/2) are known a
priori. The problem is to determine (g; Q; so that (5) is
satisfied for a given n. Once q; and Q; satisfying (5) are found,
a root of (2) will be (a,b) where a is Vg; mod p, and b is
\/(Qj+1) mod p. Depending on g; on the left-hand side and Q;
on the right hand side,(5) represents a set of congruence’s.
The number of congruence’s is ((p-1)/2+1)*((p-1)/2+1) that
is (p+1)%4.Each of these congruence’s has a solution iff
ged(n,p)[Q;.

Since ged(n,p)=1, the solution is unique mod p. Let 7
represent the inverse of n in , that is n.n= 1 mod p. Then, one
can successively compute Z=n.Q) mod p (for
j=0,1,2,...(p-1)/2) and at each stage find out if Z;is a
quadratic residue in p. This can be done by sequentially
comparing Z; with the entries in a table containing all
precomputed values of g the quadratic residue modulo p. This
table will have (p-1)/2+1=(p+1)/2 entries including the trivial
quadratic residue of 0. In situations where it is not feasible to
provide this table, one can generate its entries through the
computation of g* mod p where g is the primitive in and
n=0,1,2,....Alternatively, one can use Euler’s criterion to test
if z; is a quadratic residue. If z; is a quadratic residue, then
further computations of z; are abandoned and the desired a
and b are obtained as

a=,/z, mod p and b=_/(Q, +1) mod p

IV. ALGORITHM

The chaotic function that is used is given by
X(i+1) = px(i)(1-x(i))
Where p=0.39
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Let n denote an image of size M XN pixels and
n(x,y),0 <x<M-1,0<y<N-1, be the gray level n at (x,y).
Ox0y are computed using the BB equation. A non linear
operation (mod operation) on the added value of gx, qy and
key is performed.
Step 1: choose p,key 1 and key2 and set j=0.
Step 2: chose the initial point x (0) and generate the chaotic
sequence using chaotic sequence generator. Binary sequence
is generated using binary sequence generator. The encryption
unit is as shown in figure 1.
Step 3: For x=0 to M-I

For y=0 to N-I
Obtain gyx(x,y), ay(x,y) for chosen p and given f(x,y) from the
solution of BB equation as shown in figure 3.
Case 3:
Gho(XY) = mod((gu(x.y) +key 1), 2"
Oxo(X,Y) = Oxo(X,y) XOR key 1
Oyo(x.y) = mod((qy(x.y)+key 1, 2™
Oyo(X,Y) = Qyo(X,y) XOR key 1

Case 2:

Oxo(X,Y) = Mod((ax(x,y)+key 1), 2"
qxo(X,Y) = qxo(x,y) XNOR key 1
Oyo(X,y) = mod((ay(x,y)+key 1, 2™
Oyo(X,Y) = dyo(X,y) XNOR key 1

Case 1:

Oxo(X,Y) = Mod((ax(x,y)+key 2), 2"
Oxo(XY) = Qxo(X,y) XOR key 2
Oyo(X,y) = mod((ay(x,y)+key 2, 2™
Oyo(X,Y) = dyo(X,y) XOR key 2

Case 0:

Oxo(X,Y) = Mod((ax(x,y)+key 2), 2"
Oxo(XY) = Oxo(X,y) XNOR key 2
Oyo(X,y) = mod((ay(x,y)+key 2, 2™
Oyo(X,Y) = dyo(X,y) XNOR key 2
J—j+2

End;End

Step 4: The result gx,(X,Y), QYo(X,y) is obtained as shown in
figure 4 and stop the algorithm. The basic criterion to select
keyl and key 2 is
Y Itaixor di=m/2
WhereKey 1=y "!a x2'
Key2=Y "'d x2

V. ARCHITECTURE OF THE ENCRYPTION UNIT

The architecture consists of two key modules, one for the
generation of chaotic bits (CB) and the other for encryption or
decryption. The equation to generate CB is same as given in
equation 3. The word length of x(0) and ¢ are 32 bits. The

concept of parallel processing is taken to the encryption and
decryption so that 16 data values can be performed at the
same time. Figure 1 shows the hardware architecture of the
encryption unit. This architecture consists of one 32 bit
parallel in parallel out register, and 16 encryption processing
elements.
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Parallelin parallel out 32bit
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Figure 1 Architecture of Encryption Unit

The cascade architecture of the Encryption Processing
Element (EPE) is shown in figure 2. The architecture of EPE
1 is shown in figure 3 which consists of three multipliers, one
adder, two mod operators and one comparator. The
architecture of EPE2 is shown in figure 4 which consists of
four data multiplexers, two adders, two xor gates, two MOD
operations, and two inverters, four parallel to serial
converters, and two serial to parallel converters.

CB(1:0)
P L N
qKﬂ
EPEL O EPE2
n q}. . (]}'o

Figure 2 Cascaded architecture of EPE

A.Generation a of Chaotic Binary Sequence

The chaotic signal is used for secure data transmission The
chaotic function that is used is given by equation 3. The
function is generated using MA TLAB with the help of
'seqgen’ function. The output obtained is 1101100011011000.
When CB(0)and CB(1) is 00 then case 3 is executed.
Similarly for 01 case2, for 10 casel and for 11 caseO is
executed. These 32 bits i.e. two bits each is one of the inputs
to the 16 EPEs used in the encryption process. In order to
reduce the execution time chaotic circular shift is used for
generating the chaotic binary sequence, thus improving speed.
Figure 5 shows the binary sequence generator used so that the
key space is independent of processors. Here, register r; store
wxp bits, p is the computing precision used in logistic
mapping and w is a parameter used to control key space. The
Logistic mapping is the same as equation (3) and the
discretization rule is given as equation (5)

a;= 1(x>0.5)
0(x;<0.5)

B. Generation of g, and gy
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The BB equation is used to find g, and gy values. Initially the
x and y values are to be known, for that the BB equation is is
solved for different values of n. The n value corresponds to
the each and every pixel value obtained after conversion of
image. Hence for various n(x,y),0 <x<M-1,0 <y <N-1,be the
gray level n at (x,y) gx, qy are computed using the BB
equation.

add

b3
e
p— mod
mul
b3
B —
—
mul >0
n—> comparator
>4,

]

Figure 3 Architecture of EPE1

mul mod

F—>

Y

Figure 4 Architecture of EPE2

VI. SIMULATION RESULTS

The entire architecture is modeled using VHDL. The coding

is done on Xilinx ISE13.2 on Spartan 3. Simulation can be

done using ModelSim SE 6.3f simulator.

Figure 5, Figure 6, shows the simulation result of encrypted

data using BB Equation.
Jestalcb TR F S R 0 B
Jtestallkeyl B0 | | 1 |
Jtestallkey2 T N
ftestalljgx

&
27
B8 &7 A [

[testallfgy
ftestallfigxa
[testall/qyo

EPE2

Figure 6 Simulation result of encrypted data using BB
Equation.
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VII. CONCLUSION AND FUTURE WORK

In this paper, a secure Cryptosystem based on the BB
equation and chaos is proposed for image encryption. The
values are generated in Xilinx ISE and the RTL schematic of
EPE unit is obtained. In future the exact reverse process shall
be carried out to decrypt the encrypted data. The proposed
cryptosystem is illustrated with implementation results, from
the results, it is concluded that the proposed Cryptosystem is
effective for secure data encryption
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