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Abstract— Use of cloud computing has increased rapidly in 

many organizations. There are many commercial cloud providers. 
Each one provides different storage plans & different QOS like 
time delay, availability. The QOS parameters & plans vary over a 
period of time. Every time the user cannot move his data from one 
cloud provider to another for the cost & QOS optimization. Cloud 
users also have security & auditing requirement for his data in 
terms who are accessing it & what frequency in which his data is 
accessed.  

To address these requirements of the users, we propose a 
solution using multi cloud architecture. Our solution will reduce 
the burden on the users in migration & meeting his security 
challenges. Our platform will provide the best cost optimization 
for the security & storage requirements of user. 

 
Keywords— Cloud computing, single cloud, multi-clouds, cloud 

storage, data integrity, data intrusion, service availability. 

I. INTRODUCTION 

The use of cloud computing has increased rapidly in many 
organizations. Cloud computing provides many benefits in 
terms of low cost and accessibility of data. Ensuring the 
security of cloud computing is a major factor in the cloud 
computing environment, as users often store sensitive 
information with cloud storage providers but these providers 
may be untrusted. “Single Cloud” providers have risks of 
service availability failure and the possibility of malicious 
insiders, so we promote usage of "multi-clouds" which has 
emerged recently. 
There are many cloud providers. But No cloud is perfect. And 
after some very public cloud outages, business customers are 
looking harder at divvying up their workloads among 
multiple clouds to mitigate risk. The latest glitch was a 
19-minute  Elastic Compute Cloud connectivity issue at 
Amazon’s U.S east region early March 2013. Earlier April 
2012, a 12-hour Leap Day Azure outage afflicted Microsoft’s 
Windows Azure cloud. With these snafus, business 
customers are starting to realize that, while cloud computing 
can cut costs, it is no panacea: Clouds run on data centers and 
data centers go down. 
To hedge their bets, businesses are looking into multi-cloud 
solutions Cloud users are increasingly worried about data 
security aspect of cloud computing. As data and information 
will be shared with a third party, cloud computing users want 
to avoid an untrusted cloud provider. Protecting private and 
important information, such as credit card details or a 
patient’s medical records from attackers or malicious insiders 
is of critical importance. 
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Information, such as credit card details or a patient’s medical 
records from attackers or malicious insiders is of critical 
importance. 
Cloud user wants a simplified & powerful view of cloud. 
They set their SLA and expect the cloud platform to meet the 
SLA & deliver SLA within their budget. Also if the cloud 
platform can also automatically find the best configuration to 
meet SLA & also do cost saving on the budget, then it gives 
better user experience.   
Moreover, users may not know the machines which actually 
process and host their data. While enjoying the convenience 
brought by this new technology, users also start worrying 
about losing control of their own data. The data processed on 
clouds are often outsourced, leading to a number of issues 
related to accountability, including the handling of personally 
identifiable information. Such fears are becoming a 
significant barrier to the wide adoption of cloud services 
To allay users’ concerns, it is essential to provide an effective 
mechanism for users to monitor the usage of their data in the 
cloud. For example, users need to be able to ensure that their 
data are handled according to the service level agreements 
made at the time they sign on for services in the cloud. 
Conventional access control approaches developed for closed 
domains such as databases and operating systems, or 
approaches using a centralized server in distributed 
environments, are not suitable, due to the following features 
characterizing cloud environments. First, data handling can 
be outsourced by the direct cloud service provider (CSP) to 
other entities in the cloud and theses entities can also delegate 
the tasks to others, and so on. Second, entities are allowed to 
join and leave the cloud in a flexible manner. As a result, data 
handling in the cloud goes through a complex and    dynamic  
hierarchical service chain which does not exist in 
conventional environments. 
In this paper, we explore more about these challenges and 
provide a solution based on multi cloud architecture for 
improved user experience to the users of cloud. 

II. LITERATURE SURVEY 

Cloud computing has raised a range of important privacy and 
security issues [19], [25], [30]. Such issues are due to the fact 
that, in the cloud, users’ data and applications reside—at least 
for a certain amount of time—on the cloud cluster which is 
owned and maintained by a third party.  
Although cloud service providers can offer benefits to users, 
security risks play a major role in the cloud computing 
environment [53]. Users of online data sharing or network 
facilities are aware of the potential loss of privacy [12]. 
According to a recent IDC survey [16], the top challenge for 
74% of CIOs in relation to cloud computing is security. 
Protecting private and important information such as credit 
card details or patients’ medical records from attackers or 
malicious insiders is of critical importance [34]. Moving 
databases to a large data centre involves many security 
challenges [55] such as virtualization vulnerability, 
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accessibility vulnerability, privacy and control issues related 
to data accessed from a third party, integrity, confidentiality, 
and data loss or theft. Subashini and Kavitha [49] present 
some fundamental security challenges, which are data 
storage security, application security, data transmission 
security, and security related to third-party resources. 
In different cloud service models, the security responsibility 
between users and providers is different.  
According to Amazon [46], their EC2 addresses security 
control in relation to physical, environmental, and 
virtualization security, whereas, the users remain responsible 
for addressing security control of the IT system including the 
operating systems, applications and data. 
According to Tabakiet al. [51], the way the responsibility for 
privacy and security in a cloud computing environment is 
shared between consumers and cloud service providers 
differs between delivery models. In SaaS, cloud providers are 
more responsible for the security and privacy of application 
services than the users. This responsibility is more relevant to 
the public than the private cloud environment because the 
clients need more strict security requirements in the public 
cloud. In PaaS, users are responsible for taking care of the 
applications that they build and run on the platform, while 
cloud providers are responsible for protecting one user’s 
applications from others. In IaaS, users are responsible for 
protecting operating systems and applications, whereas cloud 
providers must provide protection for the users’ data [51].  
Ristenpartet al. [41] claim that the levels of security issues in 
IaaS are different. The impact of security issues in the public 
cloud is greater than the impact in the private cloud. For 
instance, any damage which occurs to the security of the 
physical infrastructure or any failure in relation to the 
management of the security of the infrastructure will cause 
many problems. In the cloud environment, the physical 
infrastructure that is responsible for data processing and data 
storage can be affected by a security risk. In addition, the path 
for the transmitted data can be also affected, especially when 
the data is transmitted to many third-party infrastructure 
devices[41].  
As the cloud services have been built over the Internet, any 
issue that is related to internet security will also affect cloud 
services. Resources in the cloud are accessed through the 
Internet; consequently even if the cloud provider focuses on 
security in the cloud infrastructure, the data is still 
transmitted to the users through networks which may be 
insecure. As a result, internet security problems will affect 
the cloud, with greater risks due to valuable resources stored 
within the cloud and cloud vulnerability. The technology 
used in the cloud is similar to the technology used in the 
Internet. Encryption techniques and secure protocols are not 
sufficient to protect data transmission in the cloud. Data 
intrusion of the cloud through the Internet by hackers and 
cybercriminals needs to be addressed and the cloud 
environment needs to be secure and private for clients [49]. 
We will address three security factors that particularly affect 
single clouds, namely data integrity, data intrusion, and 
service availability. 
One of the most important issues related to cloud security 
risks is data integrity. The data stored in the cloud may suffer 
from damage during transition operations from or to the 
cloud storage provider. Cachinet al.[12] give examples of the 
risk of attacks from both inside and outside the cloud 
provider, such as the recently attacked Red Hat Linux’s 
distribution servers [40]. Another example of breached data 
occurred in 2009 in Google Docs, which triggered the 

Electronic Privacy Information Centre for the Federal Trade 
Commission to open an investigation into Google’s Cloud 
Computing Services [12]. Another example of a risk to data 
integrity recently occurred in Amazon S3 where users 
suffered from data corruption [50]. Further examples giving 
details of attacks can be read in [12],[40],[50]. Cachinet 
al.[12]argue that when multiple clients use cloud storage or 
when multiple devices are synchronized by one user, it is 
difficult to address the data corruption issue. One of the 
solutions that they [12] propose is to use a Byzantine 
fault-tolerant replication protocol within the cloud. 
Hendricks et al.[23] state that this solution can avoid data 
corruption caused by some components in the cloud. 
However, Cachinet al. [12] claim that using the Byzantine 
fault tolerant replication protocol within the cloud is 
unsuitable due to the fact that the servers belonging to cloud 
providers use the same system installations and are 
physically located in the same place. 
Although this protocol solves the problem from a cloud 
storage perspective, Cachinet al. [12] argue that they remain 
concerned about the users’ view, due to the fact that users 
trust the cloud as a single reliable domain or as a private 
cloud without being aware of the protection protocols used in 
the cloud provider’s servers. As a solution, Cachinet al. [12] 
suggest that using Byzantine fault-tolerant protocols across 
multiple clouds from different providers is a beneficial 
solution. 
 According to Garfinkel[19], another security risk that may 
occur with a cloud provider, such as the Amazon cloud 
service, is a hacked password or data intrusion. If someone 
gains access to an Amazon account password, they will be 
able to access all of the account’s instances and resources. 
Thus the stolen password allows the hacker to erase all the 
information inside any virtual machine instance for the stolen 
user account, modify it, or even disable its services. 
Furthermore, there is a possibility for the user’s 
email(Amazon user name) to be hacked (see [18] for a 
discussion of the potential risks of email), and since Amazon 
allows a lost password to be reset by email, the hacker may 
still be able to log in to the account after receiving the new 
reset password. 
Another major concern in cloud services is service 
availability. Amazon [6] mentions in its licensing agreement 
that it is possible that the service might be unavailable from 
time to time. The user’s web service may terminate for any 
reason at any time if any user’s files break the cloud storage 
policy. In addition, if any damage occurs to any Amazon web 
service and the service fails, in this case there will be no 
charge to the Amazon Company for this failure. Companies 
seeking to protect services from such failure need measures 
such as backups or use of multiple providers [19]. Both 
Google Mail and Hotmail experienced service downtime 
recently [12]. If a delay affects payments from users for cloud 
storage, the users may not be able to access their data. Due to 
a system administrator error, 45% of stored client data was 
lost in LinkUp (MediaMax) as a cloud storage provider [12]. 
Garfinkel[19] argues that information privacy is not 
guaranteed in Amazon S3. Data authentication which assures 
that the returned data is the same as the stored data is 
extremely important. Garfinkel claims that instead of 
following Amazon’s advice that organizations encrypt data 
before storing them in Amazon S3, organizations should use 
HMAC [26] technology or a digital signature to ensure data is 
not modified by Amazon S3. These technologies protect 
users from Amazon data modification and from hackers who 
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may have obtained access to their email or stolen their 
password [19]. 
Concerns arise since in the cloud it is not always clear to 
individuals why their personal information is requested or 
how it will be used or passed on to other parties. To date, little 
work has been done in this space, in particular with respect to 
accountability. Pearson et al. have proposed accountability 
mechanisms to address privacy concerns of end users [30] 
and then develop a privacy manager [31]. Their basic idea is 
that the user’s private data are sent to the cloud in an 
encrypted form, and the processing is done on the encrypted 
data. The output of the processing is de obfuscated by the 
privacy manager to reveal the correct result. However, the 
privacy manager provides only limited features in that it does 
not guarantee protection once the data are being disclosed. In 
[7], the authors present a layered architecture for addressing 
the end-to-end trust management and accountability problem 
in federated systems. The authors’ focus is very different 
from ours, in that they mainly leverage trust relationships for 
accountability, along with authentication and anomaly 
detection. Further, their solution requires third-party services 
to complete the monitoring and focuses on lower level 
monitoring of system resources. 
In the commercial world, various computing needs are 
provided as a service. The service providers take care of the 
customer's needs by, for example, maintaining software or 
purchasing expensive hardware. For instance, the service 
EC2, created by Amazon, provides customers with scalable 
servers. As another example, under the CLuE program, NSF 
joined with Google and IBM to offer academic institutions 
access to a large-scale distributed infrastructure [4]. There are 
many features of cloud computing. First, cloud storages, such 
as Amazon S3, Microsoft SkyDrive, or NirvanixCLoudNAS, 
permit consumers to access online data. Second, it provides 
computation resources for users such as Amazon EC2. Third, 
Google Apps or versioning repositories for source code are 
examples of online collaboration tools [12]. Cloud service 
providers should ensure the security of their customers’ data 
and should be responsible if any security risk affects their 
customers’ service infrastructure. A cloud provider offers 
many services that can benefit its customers, such as fast 
access to their data from any location, scalability, 
pay-for-use, data storage, data recovery, protection against 
hackers, on-demand security controls, and use of the network 
and infrastructure facilities [49]. 
Reliability and availability are other benefits of the public 
cloud, in addition to low cost [25]. However, there are also 
concerning issues for public cloud computing, most notably, 
issues surrounding data integrity and data confidentiality. 
Any customer will be worried about the security of sensitive 
information such as medical records or financial 
information[25]. 

Researchers have investigated accountability mostly as a 
provable property through cryptographic mechanisms, 
particularly in the context of electronic commerce [10], [21]. 
A representative work in this area is given by [9]. The authors 
propose the usage of policies attached to the data and present 
logic for accountability data in distributed settings. Similarly, 
Jagadeesan et al. recently proposed logic for designing 
accountability-based distributed systems [20]. In [10], Crispo 
and Ruffo proposed an interesting approach related to 
accountability in case of delegation. Delegation is 
complementary to our work, in that we do not aim at 
controlling the information workflow in the clouds. In a 
summary, all these works stay at a theoretical level and do not 

include any algorithm for tasks like mandatory logging. To 
the best of our knowledge, the only work proposing a 
distributed approach to accountability is from Lee and 
colleagues [22]. The authors have proposed an agent-based 
system specific to grid computing. Distributed jobs, along 
with the resource consumption at local machines are tracked 
by static software agents. The notion of accountability 
policies in [22] is related to ours, but it is mainly focused on 
resource consumption and on tracking of sub jobs processed 
at multiple computing nodes, rather than access control. 

III.  DETAILS OF OUR ARCHITECTURE 

A. Our architecture 

Our proposed solution architecture is given below. 

 

We develop a middle layer called as Multi cloud adapter 
platform to address the following requirements. 

1. Storage Security on cloud. 

2. SLA Management  

3. Cost Optimization 

4. Auditing for the users data. 

Multi cloud adapter implements following functionalities to 
meet the requirements.  
For providing storage security, the data is encrypted while 
stored in cloud. The storage management module will 
implement this functionality. 
The integrity of data must be ensured in the cloud from 
attackers affecting the data. Integrity verification agent will 
implement this functionality. 
One of the salient features in our proposed solution is Cost 
optimization. This module will continuously watch for 
discounts, offers, current plans and migrate the stored data 
from one vendor to another to provide the cost optimization 
without violating the SLA.   
Users need the audit information of their data on when the 
data is accessed and the users who accessed it. Auditing agent 
module implements this functionality.    
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SLA in terms of delay, faults must be managed to meet the 
user expectation.SLA management module along with QOS 
monitor agent implement this functionality.   
In the following sections we will explain in detail the 
working of each module to meet the functionalities. 

B. Integrity management 

Data must not be corrupted and when it is corrupted, it must 
be identified & corrupted copy must be replaced. For each 
file from the user, we calculate the integrity token for the 
encrypted file. The file is stored in two copies one name is 
publicly known, another name is formed by hashing the file 
with a key.  The integrity token for the encrypted file is also 
stored locally.  Periodically for each file stored on cloud, we 
calculate the hash key & verify if it is matching with hash key 
stored locally. If any mismatch is found, then it becomes sure 
that the file is corrupted. The corrupted file is replaced with 
the backup copy of file. 

C. Storage management 

Storage management module takes the file to store in cloud as 
input. It encrypts the file, with key which is generated based 
on filename. The encrypted file is stored in two copies on 
cloud. Storage management module stores on the cloud 
which matches the owners QOS requirements. The 
interaction between the storage management module & the 
cloud is using the API provided by the cloud vendor. 

D. QOS Monitor 
QOS monitor module collects performance metrics on the 
cloud in terms average time between failures, store & access 
delay. The parameters are collected frequently & averaged 
for a day period. The values are then given to the SLA 
Management module.  

E. SLA Management  
SLA Management module verifies the conformance of the 
cloud to the SLA conditions set by the user. When the SLA 
conditions are violated, then the user storage is shifted to 
another cloud which best suits the users SLA requirement. 
SLA management module migrate the user storage to meet 
the SLA. To migrate in easy way the user data are organized 
as container so it helps in easy migration.   

F. Cost Optimization  

Cloud provider’s offers different plans based on storage size, 
monthly base plan change etc. It is very difficult for the user 
to continuously check the packages & select package to 
optimize its cost.  This is automated with the help of the Cost 
optimization module. This module use web services to 
interact with the cloud to get the current plan information in 
different cloud providers. With the current usage trend of the 
user, the Cost optimization module finds the optimum cost at 
each cloud matching to the users SLA requirement. The user 
storage space is then migrated to the optimum cost cloud at 
off peak hours without affecting the QOS. 

G. Auditing Agent 

User need auditing information in terms no of users accessed 
the user’s files, most accessed files, most accessing users etc. 
for his business needs. Also he wants to put restriction on 
user access. Current cloud storage does not implement such 
requirements. We implement this capability in the Multi 
cloud Adapter platform. The solution is for each user file, a 
jar file is created to collect parameters & mail it back to the 
users email id. Access of any data is made possible only 

through this jar. Through this jar we implement the 
accounting service & also impose restrictions on the access of 
the file.  

IV.  CONCLUSION AND ENHANCEMENTS 

It is clear that although the use of cloud computing has 
rapidly increased; cloud computing security is still 
considered the major issue in the cloud computing 
environment. Customers do not want to lose their private 
information as a result of malicious insiders in the cloud. In 
addition, the loss of service availability has caused many 
problems for a large number of customers recently. 
Furthermore, data intrusion leads to many problems for the 
users of cloud computing. 
In this paper, we have proposed solutions for three most 
common security threats in cloud storage. Also we have 
provided solution for auditing requirements of the user.  
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